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QUESTION NO: 1

1p access-list extended 101

18 deny ip any any

I
event manager applet Block_Users

action 1.8 cli command “enable”

action 2.8 cli command “configure terminal”

action 3.8 cli command "interface GigabitEthernetl”
action 4.8 cli command "ip access-group 181 in"
action 5.8 cli command "ip access-group 101 out”

BRESBLTIKEEV, IV ZTFHATIOERAVANEBRAITDEODEEMAI U7 K&
ERLET, AVVTRNEERSEDICE., EOAT—MNXNEZEEMTIHENHVYET
n?

AL ARV RNEL

B. action 6.0 cli command "ip access-list extended 101"

C. action 2.1 cli command "ip access-list extended 101"

D. action 3.1 cli command "ip access-list extended 101"

Answer: A

QUESTION NO: 2

GET

gy kiR O S R

AMIERZESRL T EELW, POSTMAN I&. Cisco Catalyst Center(|H DNA Center)API
HESRYRIT—IOFNAABREREBLELSELTVWREEZRLTVET, BERMATL
&ON?

A N—U2OBMHRFTINEL I

B. URIXFFINELLHYERBA
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C.RFEICKBMLEL L
D. JSONRA O— RICAREHZUUIDAEENTVET
Answer: D

QUESTION NO: 3 )

Jidelines Topology Tasks

Sw30
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Complete the tasks below by making changes to Sw10 only. No

access is provided to Sw20 or Sw30.

Task 1

SwZ20 is actively attempting to negotiate an 802.1 trunking
EtherChannel with Sw10 using LACP, but the channel is not
functional. Resolve the issues on Sw10.

Task 2
Modify the spanning tree configuration to ensure that Sw10 is
always the root for VLAN 20.

Answer:

See the solution below in Explanation:
Explanation:

Solution:

Sw10

config t

no int po20

int et0/0

channel-group 20 mode active
no shut

spanning-tree vian 20 pri O

wr

Verification:-

QUESTION NO: 4
A Y F K= KT MAC REE/NN A NAMBEEEATIBEN HBORLVOTTH?
A BIENBBETHBH . BHRENERRANFB2IXESR— L TUWEVEA
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B.

BERENERARNN8021XEHR—MLTHY, 1I—HF—EBERBHRTEE<SMACT RL A
CESWTIRRIET X EN H D54

CC.MAC7 RLARIETVTHENDKRKANDER i’é/\%/\l@“é%gb‘aé%A

D. BT NIEARA M HIBR{TE802.1XEHR—KNLTWVWBH

Answer: A

QUESTION NO: 5

DAVLARIDZAT NN O—Z2TTBINEIHEBRETDTNAARGRENTIN?
AJDAYLAROZA4T> b

B.EMFLANI > NO—F—

CTIOEARA N

pwcsOs—>3arH—/)N\—

Answer: A

QUESTION NO: 6

BEE. BB2NAT—RZEHALTIoT FNA AZRIAETH=HICE—0 SSID
EEALEVEZZTVET., COEXE®/ETICIE, Cisco ISE
EHAEDETEDLAY—2EF21)T 14 BATZRETIHLEN HYVEITH?
A 7AFT 14T 14PSK

B. I RE®

C. ':F'E’&Webm,n

D. Cisco ¥ —

Answer: A

QUESTION NO: 7
EXNBAPFRELIICHEWVWT, AZ7 7HEH SHIALEREZRET A EF1UT1 4723
FENTIA?
A.OZA4AT > b —N—EOVPNEL
B. BEICIFTLSEIzIESSLZFEAL £7,
C. API”:EWU:L_I:?'%‘>7“'I¢)<7)AAA*JL EAX
D. R 774 T7ox—)l

Answer: B

Explanation:

The correct answer is B. TLS or SSL for communication.

In basic API authentication, credentials (such as username and password) are often
transmitted using Base64 encoding, which is not encrypted. This makes them vulnerable to
sniffer (packet capture) attacks if sent over an unencrypted channel.

* TLS (Transport Layer Security) and its predecessor SSL provide encryption of the
communication channel.

* This ensures that even if packets are captured, the credentials remain confidential and
unreadable.

* Cisco documentation emphasizes that APls (RESTCONF, HTTP-based APIs) should use
HTTPS (HTTP over TLS) to secure credentials in transit.
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* A. VPN connection between client and server While a VPN encrypts traffic, it is not
specifically required for API authentication security. The standard and expected method is
TLS/HTTPS.

* C. AAA services to authenticate the APl AAA controls who can access, but it does not
encrypt credentials in transit.

* D. next-generation firewall A firewall provides traffic filtering and threat protection but does
not directly secure credential transmission in basic APl authentication.

* Basic Authentication = NOT secure by itself

* Always pair it with HTTPS (TLS encryption)

Rule to remember:

If credentials travel over the network # encrypt with TLS

QUESTION NO: 8
Cisco SD-Access BB Tk, €D/ —RIZVXLAN A7 EIILOHR— NI BRETTH?
A.J7./—R

B.B#Hm./—R
C.ER/—R
D. £/ —NR
Answer: C

QUESTION NO: 9

HBDTEENRIE. NETCONFORD V) ICRESTCONFZFER T I CEZRELEL =, L
MDONETCONFR V) 7 NZIE, <edit-config> (create ) E WS BRENEENTVET, Ch
SNAT—RMXNEBEBRRDIZIE., EORESTCONFIREEFEHTIMLEN HYETH
N

A. CREATE

B. POST

C. GET

D. PUT

Answer: B

QUESTION NO: 10

OSPFELEIGRPDIEWV KA TT A ?

A.OSPFRKIPZ’ORINES88%ZFERAL 9, EIGRPIKIPZORNINES8IZFERALET,
B.OSPFRF7#)hO/NO—RAX—ELT5¥EFEALET, EIGRP
FF72)ILMONO—RAN—ELT10RZFEALET,

C. OSPF (A EEIER 115 ZEAL £ I, EIGRP (X EHEER 160 ZFEAL I,
D.OSPF N IFF v+ ANT RL A 224.0.05 & 224.0.06 #FEHLE£9, EIGRP
FENILFF+ANT RLA224.0.010 ZFEAL £,

Answer: D

Explanation:

The correct answer is D.

OSPF and EIGRP use different multicast addresses for exchanging routing information:
* OSPF uses:
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*224.0.0.5 # AlISPFRouters

*224.0.0.6 # AlIDRouters

* EIGRP uses:

*224.0.0.10

This is a well-known operational difference between the two protocols and is commonly
tested in Cisco ENCOR.

* A. OSPF uses IP protocol number 88. EIGRP uses IP protocol number 89. This is reversed.
* EIGRP = IP protocol 88

* OSPF = IP protocol 89

* B. OSPF uses a default hello timer of 5 seconds. EIGRP uses a default hello timer of 10
seconds. This is incorrect.

* On most broadcast and point-to-point networks, OSPF default hello = 10 seconds

* EIGRP default hello = 5 seconds on high-speed links

* C. OSPF uses an administrative distance of 115. EIGRP uses an administrative distance of
160. This is also incorrect.

* OSPF AD =110

* EIGRP internal AD =90

* EIGRP external AD =170

Memorize these protocol identifiers:

* OSPF

* Protocol number: 89

* Multicast: 224.0.0.5/224.0.0.6

* EIGRP

* Protocol number: 88

* Multicast: 224.0.0.10

QUESTION NO: 11

BEEVAVLARETE 1Y —OFEHEZBYXIICEK, £V 1—-—23a>zFHATS
RBENFHYVETH?

AT7oTFTOH A Xz2REKLET,

B.ZAPDEILDH A XZEREKLET,

CRHANRNTF—ZL—KIhZ2LTET,

D. AfEEHZBMEEET,

Answer: C

QUESTION NO: 12
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Topology Tasks
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Guidelines Topology Tasks

OSPF is preconfigured on all devices except R30. Configure R30 to
complete these tasks.

Task 1:

Configure OSPF according to the topology using these requirements:

« Use Process ID 100.

» Use Loopback( for the Router 1D.

« Advertise all networks into OSPF.
Use network statements under the OSPF process to accomplish
this task.

Task 2:

Configure a /18 summary route for Area 50.

Answer:

See the solution below in Explanation:
Explanation:

Solution:

R30

Config t

router ospf 100

router-id 10.0.1.30

int ran 100 , e0/0-1

ipospf100a 0

exit

int et0/2

ip ospf 100 a 50

exit

router ospf 30

area 50 range 10.10.0.0 255.255.192.0
area 50 range 10.50.0.0 255.255.192.0
end

wr

QUESTION NO: 13
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TR ETFVISHEERLTAPIOZAT N
F7)r—23a>zRRIBINILMTIA?

A. B0 mE £

B. HEEHLRA R 5

C.rYEBABZEFI)T 1454

D. VY —AEHFIEL

Answer: B

QUESTION NO: 14

Cisco DNA Center HJ R/NJ > R APl OBEEF AT TT A ?

A. ServiceNow & &M 10 D ITSM H—E RICEHKELE T,

B. EIE#& A" Cisco DNA Center AND API RO L 2175 & #FALET,
C.7Z—RMARMUAH—&hnBE&, Cisco DNA Centerh S WebhookZIXEL £ T,
D. Cisco DNA Center

AEATAUNDTFNA R ZERBTDEOOYR—MNEBMEhEL &,
Answer: D

QUESTION NO: 15
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5 GHz Network Status

4 wriw et P TN Baacor ¥ W W
Thee i, DTPC Supporn will resy } ¢ 1 el
Beacon Interval® 100
Fragmentation Threshold (bytes)® 2346
DTPC Suppon

Tri-Radio Mode

RSS! Low Chack

RSSI Threshold (dBm)* -81

CCX Location Measurement

Mode
Data Rates
A & GHz Network & operational. Configurng Deta Rates will résult in loss of
. Pl
6 MDps (esabied - 9 Mbos Supporad - 12 Mbos Mandatory v
18 Mbps Supponed * 24 Mbps Marngdatony . 38 Mbos Supporned .
A8 Mbos Suppofted - 54 Mbps Mandatody .

BRESBLTILKEEV, ZLOVAVYLARAIVZAT UM IXILFFYANT—FT 1 F%H
RICZEFETEBVEVSHENBEEISTFESNTVET,

COBBEEBRTDICE., EORSBTOAVEERTITAELIVTTA?

A. 24 Mbps KT 54 Mbps DT—X L—KZ [HR—RNICERELE T,

B. RSSIL Z \MEZ-67dBmICEREL £

C.HiE{tLEWEZ1250/N1 NICERET S

D.RSSILow FI YV ZEMZILET,

Answer: A

QUESTION NO: 16

Cisco SD-Access Y ) 1—23a> Tk, LR/ —RAFBE—DI VD
J—RIZEHKITAEHICEOT7ONIUNERENETH?

A. VXIAN

B. IS-IS
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C. 802.1
D.CTS
Answer: C

QUESTION NO: 17

BEESOENZ1IVDY RN ZREECLTAET D EMNIFENTITA?
A. dBi

B. mW

C. dBw

D. dBm

Answer: D

QUESTION NO: 18

EBENNT TN 1—F AT ERTD pcap 77 ML EERTES AP
E—RR@EENRTITH?

A. Sniffer

B. Local

C. H-REAP

D. Monitor

Answer: A

QUESTION NO: 19
BRRmZEZRLTEZL,

Persons !

First Name is Johnny
Last Nameé s Table
Hobbies are

» Running

* Video games

Porsong?

First Name is Billy
Las! Name s Smith
Hobbies are

* Nappng

+ Reading

CODTF—BAS5ED JSON BXHFREETNEITH?
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[{First Nama': “Johary', Las! Name': Table' Hobbies' ‘Running’, Hobbies” Video gamed), (First Name" Billy', Last Name" ‘Smitly, ‘Hobbies™ Napping', ‘Hobbees" ‘Reading’)|
‘Person’; |(First Name': 'Johnny', Last Name', Table', ‘Hobbles" Running’, Video games'), (First Name®. "Billy, ‘Last Name'; "Smil, ‘Hobbies” Napping', Reading)])
Yerson’: [{First Name': Johnny', Lasl Name”. Tabde’, Hobbies” 'Running’, Video games i, {Firsl Name', By, 'Last Name”, 'Smilly, ‘Hobibies”. | Napping’, Reading [

[(First Name'; Johnry', Las! Namé', Table', ‘Hobbies': [Running’, Yideo games), (First Name': Bily', ‘Las! Name". "Smilly’, ‘Hobbies': [Nappng’, Reading ]|
A.F7>3VA

B.773B

C.H7<3arcC

D. #7'3>D

Answer: C

QUESTION NO: 20

DA VL AEEEF, ISE Z/E RADIUS H—/N& L THERAT B HL LV Web FRAER %
SSID ZERTBAXENHYWET., RN TTLES, AN VLAN
ZEETIHLENBYET,

ISE H—/N\—H7" AN VLAN

RIEETEDLSICTRIE, EOTIVIAVERTIBDHMEN HYVEITH?
A.RADIUS 7O7 74U T =B ELET,
B.AAARV—BFERELET,

CRYND—U FTUOEAFIHREZEMILET,

D. AAA F—N—Z A4 RZBMILET,

Answer: D

QUESTION NO: 21
HARNEADAVLABERICEEDRATOT T Z2ERAThRELVTTA?
A. £

B./\YF

C. W&+

D. /UK

Answer: D

QUESTION NO: 22

A=Y NIVDTCRERT7PATIOA—)2FEATR_ETEAETNS 2
20FHLVEFIV T #EEENTIH?

(2DBIRLTLKEEZL, )

A HERABL

B. VPN

CT77Ur—2arvILRILOBE

D. AT—KNTZINTY NA ARG I

E. NAT

Answer: AC

QUESTION NO: 23

350-401J exam, 350-401J exam braindumps, 350-401J study practice question
https://www.prepawaypdf.com/Cisco/350-401J-practice-exam-dumps.html



https://www.prepawaypdf.com/Cisco/350-401J-practice-exam-dumps.html

Latest 350-401J Study Practice Questions are Highly-Praised Exam Braindumps

MACsec DHEFBIEATT A ?

A.8021AEIRRES{L LRI —EAZRMHTS

B.

8021AElk, HINL 12802IXEY > a U ASONAZ—EY > a>vF—ICETVTHES{LF—
ZFXOd2I—N9AMKAZORN L EFEAL T, RANERSMYFOBICHYET,

C. 802.1AE&. Diffie-

HellmanZ)LdV XA (BEBBESLE—R ) TEREhEF—Z2FAL T, MKAZORNIIL
ZFEALTERANERSMY FEATEBEEZNET,

D. 8021AE(&Cisco AnyConnect NAMESAPZ' ORI EZFEA LTI I —hEhET
Answer: B

QUESTION NO: 24
client.connect{sd, port=22, username=ysername, password=password, allow agent=False)
stdin, stdout, stderr = client.ewec_command{ show lld neighborsin’)
u==g
for u in stdout:
if "HEouter” not in u and "Lapability” not in u and "Repeater not iIn u:
if "Device ID® not in uw and "displayed’ not in wu:
ulgl = u.split()
if len(ul®l) 1= @:
ud.append(ulil)
if "displayed:" in u:
cx = u.split()
ce = ecx[3]
dl = {"x@": ul, "c@': c@}

BRESBRLTLKEEV, ZOPYthon AT U T NIZK > TAINERENDDOTLESA ?
A. show lldp neighbors A5 DN ZBEHHICKRRLET,

B. show lidp neighbors A*' 5 XA N—8ZFHE ) ANIHRAIY) £,

C. show lidp neighbors A SEREL 1L 4V 3 XA /N—ZHWKREEICKRRLET,

D. show lidp neighbors #* S DA ZEF|A T T U NIFHEAERY) ET,

Answer: B

QUESTION NO: 25

REST API

YD I VICRER O ENAD—RABEAEALEVIITANMIHTRDEL VREIFEED HTTP
AT—RAJ—RTITH?

A.HTTPAT—X2AO— R 200

B. HTTPAT—X AJ— K 302

C. HTTPAT—X Ad— R401

D. HTTP A7—&X A J— R: 504

Answer: C

QUESTION NO: 26

FYONAODLANV—B3 AV TZARNZIVFYERFATIRORANTZIVT 1A% 2
DEFTLEZEV, 2 2BRLTLSEZL, )
AEYLAY—ASTOT7LAY—ANDI—rZEHNLET,
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B.70LRALAVY—ASENLAV—ICAL>TENLET,
CERNSUZYRNIIDIINYITAUR—TI—RAERELET,

D. A7MAICEF IV T 1 HEZRELE T,

E. ECMP JL—7 14 >/ ® Cisco Express Forwarding A— R NS> 2> T
NV 1ZRELERT,

Answer: AE

QUESTION NO: 27

event snmp oid 1.3.6.1.4.1.9.9.109.1.1.1.1.3 get-type next entry-op gt entry-val 80 poll-interval 5
!
action 1.0 cli command "enable”
action 2.0 syslog msg "high cpu"
action 3.0 cli command "term length 0"

BRESRLTLKEEW, TP ZTFIF. show process cpu

sorted N> ROEHZTF7AINICEMT DAV T NEHERTEILEN HYET,
A. action 4.0 syslog command "show process cpu sorted | append flash:high-cpu-file"
B. action 4.0 cli command "show process cpu sorted | append flash:high-cpu-file"

C. action 4.0 ens-event "show process cpu sorted | append flash:high-cpu-file"

D. action 4.0 publish-event "show process cpu sorted | append flash:high-cpu-file"
Answer: B

QUESTION NO: 28

HY—RN—=F 4 FTTVr—>32IC HTTP

H—EANOHRNET IO ELAZHFUTIRIAIL—LD—DR@ENTITH?
A. IPsec

B. GRE

C. EAFE3

D. OAuth 2.0

Answer: D

QUESTION NO: 29

TF—REFUIEREEATA DR E[MTTH?
A.ZBOTFNAAZEEITZEHICIYTJLRY—=BD—REEATS

B. AT—ZRAYTAVVUTSa > AOSNMPERENEEONIIOFEAEERLT S
CEFINICETARIA—R LT3V EFERALTERBOLAZILKRT S

D.

RIB—BROTSY R T x—LBEEOERE, L<EBRMOHIBRIZVI7O02)>2T
I3

Answer: D

QUESTION NO: 30
YANG E2 1 —LOF KK ATITH?
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ANTF—RAZE[LEEEDEHOII—RERBALEBEZEESTTI

B. HBEFINFLEREREFINICE >TREEID, KYBSBINILFROZA—HEERAM
CEETERVEAEEY 1-ILE2HE O2CETIAATLOMEILZRET S

D. XUFTFVAEHR—NEZEENLTZEHOE—OTORNILEEFILORES
Answer: B

QUESTION NO: 31
BWMBISON 77 AN EZRTRIBDERRIEENTIN?
A.

"hostname™: "edge router 1"

"interfaces"™: ({
"GigabitEthernetl/71"
*"GigabitEthernetl/2"
"GilgabitEthernetl /3™

"‘."".'i-'__li-_# router 1" .
"i_:—lt .:q " =1 - r_.F‘l-' - I: _

"GigabitEthernetl /1",

"GigabitEthernetl/ 2",
"GigabitEthernetl/3",
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"hostname”: "edge router 1"

"interfaces"™: |
"GigabitEthernetl/1"
"GigabitEthernetl /2"
"GigabitEthernetl/3"

"Thostname": "“edge router 1",

"interfaces"™: |
"GigabitEthernetl/1",
"GigabitEthernetl/2",
*GigabitEthernetl/3"

Answer: D

QUESTION NO: 32

NILFRA—RETTF—RX ETINZEAITHAIFMATITAA?
A BREBEBAOKR—EhLET770-FORE
B.NAF+VII—RZORINICELZDBEEEFIVFTF1OELE
C. BEERKT/NA RAICH A BCPUATRZER

D. B ERITHRETFT—RXOXEIZHIBRT S

Answer: A

QUESTION NO: 33

TS FPHAREBRTHL WL — A —ORFPERBLTVET, \— RIT PRENAE
LEBATERS T4 Y I liE AW C L ERITD7ORINBERTEA 2
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A. HSRPv1
B. GLBP
C. VRRP
D. HSRPv2
Answer: A

QUESTION NO: 34

WA, Nl ied |

REZZRLTKEETV, RYRND—IOFNA AT VAR 2ERATIES. EOT/NAA
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B. SW1

C. RADIUSH —/N—

D. R1

Answer: A

Explanation:

The correct answer is A. client.

In Cisco 802.1X / network admission control terminology, the supplicant is the endpoint
device or client software requesting access to the network. Cisco documentation describes
802.1X as a client-server access control model in which the client must be authenticated
before gaining ac cess, and the network device relays authentication messages between the
supplicant and the authentication server.

* Client = Supplicant

* SW1 = Authenticator

* RADIUS server = Authentication server

* R1 = transit/network infrastructure device, not the supplicant

The supplicant is the device that is trying to join the network and provide credentials. In the
diagram, that is the client. Cisco also defines the three 802.1X entities as supplicant system,
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authentication system, and authentication server system, with the supplicant being the
endpoint such as a PC.

* B. SW1 SW1 functions as the authenticator, controlling access to the network port and
relaying EAP messages.

* C. RADIUS server The RADIUS server is the authentication server, not the supplicant.
* D. R1 R1 is part of the network path in the figure, but it is not the device requesting
admission to the network.

ENCOR exam point:

For 802.1X / NAC questions, remember this trio:

* Supplicant = endpoint/client

* Authenticator = switch or AP controlling access

* Authentication server = RADIUS / Cisco ISE

QUESTION NO: 35

Cisco SD-Access A hO—J)L Z’L—RREDTO /O —ICETVTVETA?
A. LISP

B.CTS

C. SGT

D. VRF

Answer: A
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